00

O O





















]

0[]


















Oo g o 0o


















1



O

o O

oo O d

nll

IsiRNNN



Oo OO O 0O O 0O o o




HN














https://www.forbes.com/sites
https://www.statista.com/statistics/303817/mobile-internet-advertising-revenue-worldwide/
https://www.statista.com/statistics/303817/mobile-internet-advertising-revenue-worldwide/
https://www.vox.com/2017/9/14/16294450/mobile-ad-spending-growth-worldwide
https://www.vox.com/2017/9/14/16294450/mobile-ad-spending-growth-worldwide



https://static.googleusercontent.com/media/\ www.google.com/en//adexchange/AdExchangeOverview.pdf
https://static.googleusercontent.com/media/\ www.google.com/en//adexchange/AdExchangeOverview.pdf
https://www.crunchbase.com/organization/adecn
http://www.openx.com/
https://www.google.at/adwords/



https://www.theregister.co.uk/Archive/2009/10/09/
https://www.theregister.co.uk/Archive/2009/10/09/
http://dronebl.org/blog/8
http://www.google.com/about/company/history/
http://www.google.com/about/company/history/
http://www.leftygbalogh.com/ 2011/story-hacked-google-adwords-account/
http://www.leftygbalogh.com/ 2011/story-hacked-google-adwords-account/
https://moz.com/ugc/adwordshackers- what-a-nightmare/
https://moz.com/ugc/adwordshackers- what-a-nightmare/
https://www.de.adwords-community.com/t5/ Grundlagen/Hilfe-Mein-Account-wurde-gehackt/td-p/44399/
https://www.de.adwords-community.com/t5/ Grundlagen/Hilfe-Mein-Account-wurde-gehackt/td-p/44399/
https://www.de.adwords-community.com/t5/ Grundlagen/Hilfe-Mein-Account-wurde-gehackt/td-p/44399/
http:// googleblog.blogspot.co.at/2008/04/how-to-avoid-getting-hooked.html/
http:// googleblog.blogspot.co.at/2008/04/how-to-avoid-getting-hooked.html/
http://www.adwatcher.com/
http://www.clickprotector.com/
https://timesofindia.indiatimes.com/business/india-business/Indias-secret-army-of-online-ad-clickers/articleshow/654822.cms?
https://timesofindia.indiatimes.com/business/india-business/Indias-secret-army-of-online-ad-clickers/articleshow/654822.cms?
https://timesofindia.indiatimes.com/business/india-business/Indias-secret-army-of-online-ad-clickers/articleshow/654822.cms?



https://www.juniperresearch.com/researchstore/content-digital-media/future-digital-advertising-strategy-report?utm_campaign=pr1_smartcities_technology_apr19&utm_source=businesswire&utm_medium=pr
https://www.juniperresearch.com/researchstore/content-digital-media/future-digital-advertising-strategy-report?utm_campaign=pr1_smartcities_technology_apr19&utm_source=businesswire&utm_medium=pr
https://www.juniperresearch.com/researchstore/content-digital-media/future-digital-advertising-strategy-report?utm_campaign=pr1_smartcities_technology_apr19&utm_source=businesswire&utm_medium=pr
https://www.juniperresearch.com/researchstore/content-digital-media/future-digital-advertising-strategy-report?utm_campaign=pr1_smartcities_technology_apr19&utm_source=businesswire&utm_medium=pr
https://www.nielsen.com/us/en/solutions/capabilities/digital-ad-ratings/
https://www.nielsen.com/us/en/solutions/capabilities/digital-ad-ratings/
https://fastspring.com/blog/why-business-benefits-using-multiple-currencies/
https://fastspring.com/blog/why-business-benefits-using-multiple-currencies/
https://www.marketingaiinstitute.com/blog/how-googles-new-auto-ads-use-artificial-intelligence-to-automatically\protect \discretionary {\char \hyphenchar \font }{}{}boost-performance?fbclid=IwAR1--Iph2iQ6x58DRGmdV-IT1TtC_ZM5SFk78y4rrLzIduEFiBiZdHQymKE
https://www.marketingaiinstitute.com/blog/how-googles-new-auto-ads-use-artificial-intelligence-to-automatically\protect \discretionary {\char \hyphenchar \font }{}{}boost-performance?fbclid=IwAR1--Iph2iQ6x58DRGmdV-IT1TtC_ZM5SFk78y4rrLzIduEFiBiZdHQymKE
https://www.marketingaiinstitute.com/blog/how-googles-new-auto-ads-use-artificial-intelligence-to-automatically\protect \discretionary {\char \hyphenchar \font }{}{}boost-performance?fbclid=IwAR1--Iph2iQ6x58DRGmdV-IT1TtC_ZM5SFk78y4rrLzIduEFiBiZdHQymKE
https://www.marketingaiinstitute.com/blog/how-googles-new-auto-ads-use-artificial-intelligence-to-automatically\protect \discretionary {\char \hyphenchar \font }{}{}boost-performance?fbclid=IwAR1--Iph2iQ6x58DRGmdV-IT1TtC_ZM5SFk78y4rrLzIduEFiBiZdHQymKE
https://www.marketingaiinstitute.com/blog/how-googles-new-auto-ads-use-artificial-intelligence-to-automatically\protect \discretionary {\char \hyphenchar \font }{}{}boost-performance?fbclid=IwAR1--Iph2iQ6x58DRGmdV-IT1TtC_ZM5SFk78y4rrLzIduEFiBiZdHQymKE
https://www.technologyreview.com/2019/11/18/131912/6-essentials-for-fighting-fraud-with-machine-learning/
https://www.technologyreview.com/2019/11/18/131912/6-essentials-for-fighting-fraud-with-machine-learning/
https://www.adjust.com/blog/why-every-click-needs-an-impression/
https://www.adjust.com/blog/why-every-click-needs-an-impression/
https://www.exchangewire.com/blog/2019/06/17/how-do-we-boost-transparency-in-digital-advertising/
https://www.exchangewire.com/blog/2019/06/17/how-do-we-boost-transparency-in-digital-advertising/
https://www.iab.com



https://www.searchenginewatch.com/2020/02/26/how-blockchain-will-dominate-the-digital-advertising-industry-in-2020/
https://www.searchenginewatch.com/2020/02/26/how-blockchain-will-dominate-the-digital-advertising-industry-in-2020/
 https://www.thedrum.com/news/2017/05/23/havas-promises-clients-programmatic-transparency-with-new-offering
 https://www.thedrum.com/news/2017/05/23/havas-promises-clients-programmatic-transparency-with-new-offering
https://www.business2community.com/small-business/small-business-needs-diverse-payment-options-02041338
https://www.business2community.com/small-business/small-business-needs-diverse-payment-options-02041338
https://www.iab.com/insights/connected-devices-internet-things/?fbclid=IwAR1GZZiXonTG2e_nIuu3KpgiPlQcdbfbFxmwgT6CPA35fwn0I_IhPGc1-pk
https://www.iab.com/insights/connected-devices-internet-things/?fbclid=IwAR1GZZiXonTG2e_nIuu3KpgiPlQcdbfbFxmwgT6CPA35fwn0I_IhPGc1-pk
https://www.iab.com/insights/connected-devices-internet-things/?fbclid=IwAR1GZZiXonTG2e_nIuu3KpgiPlQcdbfbFxmwgT6CPA35fwn0I_IhPGc1-pk
https://digiday.com/marketing/5g-coming-will-change-digital-advertising-ways-think/
https://digiday.com/marketing/5g-coming-will-change-digital-advertising-ways-think/
https://martechseries.com/mts-insights/guest-authors/five-ways-5g-will-change-digital-advertising/
https://martechseries.com/mts-insights/guest-authors/five-ways-5g-will-change-digital-advertising/
https://www.resolver.com/blog/risks-disruptive-innovation-technology/
https://www.resolver.com/blog/risks-disruptive-innovation-technology/
https://zahrapooranian.github.io/Zahra/
 http://www.math.unipd.it/~conti/
https://www.imperial.ac.uk/people/h.haddadi
https://www.surrey.ac.uk/people/rahim-tafazolli

	I Introduction
	II Related High Level Articles and The Scope of This Survey
	II-A Surveys on Online Advertising Systems
	II-B Our Scope

	III Overview of Online Advertising Systems
	III-A Terminology
	III-B An Overview of Web Advertising Ecosystem
	III-C General Operation of Web Advertising
	III-D An Overview of Mobile Advertising Ecosystem
	III-E General Operation of Mobile Advertising
	III-F Targeted Advertising
	III-G Revenue Models
	III-G1 Cost per Impression
	III-G2 Cost per Click
	III-G3 Cost per Action

	III-H Payment of commissions in online advertising systems
	III-I Main Security Goals in Online Advertising System

	IV Vulnerability of Online Advertising Systems
	IV-A Hacking Campaign Account
	IV-B Click Fraud
	IV-B1 Crowd Fraud
	IV-B2 Conventional Ad Fraud

	IV-C Inflight Modification of Ad Traffic
	IV-D Malvertising
	IV-E Putting All Together

	V countermeasures for online advertising attacks
	V-A Countermeasures to Hacking Campaign Account
	V-B Countermeasures to Click Fraud
	V-B1 Countermeasures to Crowd Fraud
	V-B2 Countermeasures to Conventional Ad Fraud

	V-C Countermeasures to Inflight Modification of Ad Traffic
	V-D Countermeasures to Malvertising

	VI Lessons Learned and Future Research Directions
	VI-A Lessons Learned
	VI-B Future Direction
	VI-B1 Combating ad fraud
	VI-B2 Demand for transparency
	VI-B3 Cross-border complexity
	VI-B4 Disruptive technologies

	VI-C Suggestion of Security Responses
	VI-C1 Responses for ad fraud
	VI-C2 Responses for transparency demand
	VI-C3 Responses for cross-border complexity
	VI-C4 Responses for Disruptive technologies


	VII Conclusion
	References
	Biographies
	Zahra Pooranian
	Mauro Conti
	Hamed Haddadi
	Rahim Tafazolli


