Language Agents as Hackers: Evaluating

Cybersecurity Skills with Capture the Flag

Motivation

Obs. #1. Language Models are being
used as decision making agents.

Obs. #2: Language models are being
connected w/ the digital world (e.g.,
websites, APls, software, tools).

Greater Power & Digital Purview =
Greater Responsibility

Obs #3: LM Agents can do social eng.

Phishing Data Leakage

RQ: Can LM Agents perform malicious
actions on the digital world with code?

Our Approach: We define a task, data
set, and evaluation based on the
Capture the Flag cybersecurity game.
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Task Construction

We use the InterCode library to create
an interactive coding task for CTF.

Task Setting
LM agent is in Ubuntu Terminal. It can

navigate setting w/ Python and Bash.

CTF Evaluation Dataset

We create 100 instances from PicoCTF
Per problem, we...

1. Manually complete problem.

2. Save Instruction + digital assets.

3. Verity problem is do-able in IC-CTF.

Example Trajectory

Task

Challenge Description: You should utilize the 'dds2-alpine.flag.img.gz’
image. All we know is the file with the flag is named
"down-at-the-bottom.txt". The ‘'sleuthkit’ tools can be used for help.
Flag: picoCTF{fOr3ns1c4tOr_nOvlic3_f5565e7b}

Agent
/bin/bash -c "gunzip dds2-alpine.flag.img.gz"

Bash

dds2-alpine.flag.img: DOS/MBR
¢ ID=0x83, active, start-CHS (6x0,32,33), end-CHS
(6x10,81,1), startsector 2048, 260096 sectors

Agent
submit picoCTF{fOr3nslc4tOr_nOvlic3_f5565e7b}

Bash

The submitted flag is correct
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Takeaways
LM agent struggles w/ multi-step tasks

Points of Struggle:
» Attempt to solve task Iin 1 step.
* No change If approach doesn’t work.
* Doesn’t know what to look for.

Additional Detalils

Want to construct your own interactive
coding task using InterCode?

Interested In Interactive code tasks?

What about more realistic code tasks?
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